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1
Decision/action requested

It proposes to endorse the consideration to security management service and trigger a study on security management service.
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Rationale

3.1 Background of security management

In TS 28.533, it defines 3GPP network management and orchestration architecture. The management capability is provided as a service from management provider to consumer when the consumer is authenticated and authorized. TS28.533 introduces authentication service and authorization service in access control capability. However, apart from those two service, no more security related services are introduced.  

What is more, as service based architecture is introduces, more security management like security policy management and sustained security monitoring should be considered. But currently there is no specific standard on that.
In TS 28.533, section 4.6, it states "The management data analytics utilize the network management data collected from the network (including e.g. service, slicing and/or network functions related data) and make the corresponding analytics based on the collected information. For example, the information provided by PM data analytics services can be used to optimize network performance, and the information provided by FM data analytics services can be used to predict and prevent failures of the network. ”It implies that security benefits like more efficient security detection and higher protection can also be achieved as similar way, i.e. security data analytics service utilizing security data collected from the network. For example, security management data analytics service could behave as a service consumer, to request security related log from specific NF as a service provider. By analyzing such log, security management service could find whether there are security attacks like password brute force attack, abnormal login attempt, etc. It could help to identify security attacking attempts and to diminish the time-window for attacking. 

However, in TS 28.104, there is lack of security analytics related capability and service in section 7, which describes use cases and requirements for MDA capabilities and services. In TS28.500, the description is introducing requirement and use cases for FM, CM, PM and LCM, but security is not involved.

In a word, in SBMA defined by SA5, there is lack of content about security management services.  
3.2  Security Management Requirement
Legacy Security Management Requirement
Currently, security management includes key management, certificate management, security hardening. It usually implemented as follows: to configure NF management account and password in a secure manner from OAM for access control, to issue certificate for NF device authentication; to close un-necessary service and port to mitigate attacking possibility, etc. Those typical security management requirement are still applied under service-based architecture.

New Security Management Requirement.

However, with introduction of service-based architecture, some new security management requirement are raised. 

Intrusion detection analysis. Service-based architecture enhances flexibility and scalability of 5G network. But it also introduces more threats from other NFs. Although there is TLS/Oauth to enhance security protection in SBA, it still faces the problem that an NF may be compromised in some cases and make stepping attack to other NFs. What is more, 5GC and beyond network is more and more virtualized. Such deployment NF is vulnerable to attacks from the virtual layer and other malicious virtual machines. All those require enhancement to strengthen the security protection and detection capabilities of NF itself. Currently SA3 has defines SCAS specification, which could guarantee NF security protection through security feature check, hardening and BVT. But It still lacks of security detection functionality to NF. Nowadays, in the real network, some security dedicated devices are deployed on network boarder also. But they are mainly focus on traffic detection rather than NF attacking like password brute force , abnormal signaling. So the security concerns is still not mitigated. As a result, a built-in security detection feature should be applied in 5G network. As NF can record some security related information such as login attempt time and frequency, invalid signaling warning, etc. in the log, it bring benefit to send such information to some security analysis sub-system to detect potential attacking and improving security detection efficiency. For example, OAM can collect information from NF to help analysis against DDoS attack.
Security analysis and access control of east-west traffic inside: Cloud deployed NFs may suffer illegal access from other NFs which is reside in same host. The VMs may also be subject to illegal access from other VMs deployed other part of NFs. Current access control method by using VLAN separation within the resource pool cannot mitigate such abnormal access issue happened in east-west traffic, thus more detailed access control is needed. After instantiation of NFs, the security management analysis service can analyze the traffic information reported by NFs, such as {source IP, destination IP, source port, destination port, protocol}. Based on analysis, it can generate a security policy about east-west traffic, and send it to the corresponding NFs. After that, more detailed analytics for abnormal traffic and policy update could be made in further round.

Security configuration baseline check: Once NF is instantiated, security hardening should be made according to the security configuration baseline. And such hardening configuration should be checked periodically. The reason is that during the operation, NF may be attacked and compromised, suffering security configuration broken. For example, some closed ports which is unnecessary are forced to open. That will allow attack to visit NF through such interface to trigger further attacks. Therefore, it is necessary for the management system to regularly and automatically verify the security baseline of NF, trying to discover and repair the exposed surface of NF in a timely manner.

Security policy management:  SBA raises security policy management requirement for authorization. When an NF consumer would like to request service from NF producer, it may need to get authorization token from NRF. Thus NRF need to maintain authorization policy. If one NF is under attack, the authorization policy needs to be updated to remove the  authorization against this NF. When the NF is recovered from attack, the policy should be updated again to restore the NF’s authorization permission. That could be made through security management service.
In a word, in service based management architecture, there are gaps between security management requirements and current security management manners. In order to improve 5G network security management capabilities, it is necessary to study the concepts, uses cases, requirements and possible ways of security management under service based management architecture with deep analysis on the 5G network architecture and business requirements 
4
Detailed proposal

It proposes to study the concepts, use cases, requirements and possible solutions of security management under service based management architecture, including:

The concept of security management under service based management architecture

The use case of security management mainly identifies new use cases under the SBMA architecture

Potential requirement about security management for use cases

Possible solutions to fulfill such requirement if needed.

